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at www.darwin.nt.gov.au, at Council Public Libraries or contact the Committee Administrator on (08) 8930 0670.
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MEMBERS:

OFFICERS:

CITY OF DARWIN

RISK MANAGEMENT & AUDIT COMMITTEE

FRIDAY, 28 AUGUST 2015

Mr lain Summers (Chairman); Member G Haslett; Member S J
Niblock; Mr Craig Spencer.

Chief Executive Officer, Mr Brendan Dowd; General Manager
Corporate Services, Dr Diana Leeder; Team Coordinator Risk Audit &
Safety, Mr Tony Simons; Finance Manager, Mr Miles Craighead;
Executive Assistant Corporate Services, Ms Misha Peck.

Enquiries and/or Apologies: Misha Peck
E-mail m.peck@darwin.nt.gov.au - PH: 89300 539
OR Phone Committee Room 1, for Late Apologies - PH: 89300 519

Committee’s Responsibilities

THAT, pursuant to Local Government Act Part 5.2, and Part 4, section 10(2) (b) of
the Local Government (Accounting) Regulations, Council delegate to the Risk
Management & Audit Committee the powers to make decisions relating to :

e the follow up of issues arising from internal and external audits;
¢ the management of outstanding and completed audit issues registers; and
e the receipt and acceptance of strategic and operational risk assessments.

* % % INDEX * * * PAGE
1. MEETING DECLARED OPEN ....coooiiiiiiii e 3
2. APOLOGIES AND LEAVE OF ABSENCE .......cooiiiiiiiiii 3
3. ELECTRONIC MEETING ATTENDANCE .......oooiiiiiiiiiii s 3
4. DECLARATION OF INTEREST OF MEMBERS AND STAFF .......ocovvvvnnnnn. 3
5. CONFIDENTIAL ITEMS ... 3

Friday, 28 August 2015 RMACO08/1




Reports, recommendations and supporting documentation can be accessed via the City of Darwin Council Website
at www.darwin.nt.gov.au, at Council Public Libraries or contact the Committee Administrator on (08) 8930 0670.

OPEN SECTION RMACOB/2
6.  WITHDRAWAL OF ITEMS FOR DISCUSSION............ccoovvmrvrriirmrrrrrromrrr. 3
7. CONFIRMATION OF MINUTES PERTAINING TO THE PREVIOUS RISK

8.1

9.1
9.2
9.3
9.4

9.5

10.

10.1
10.2

11.

12.

MANAGEMENT & AUDIT COMMITTEE MEETING

o Friday, 27 March 2015 .......ooouiiiiii e 4

BUSINESS ARISING FROM THE MINUTES PERTAINING TO THE
PREVIOUS RISK MANAGEMENT & AUDIT COMMITTEE MEETING
Interim Audit and Audit Plan for Year Ended 30 June 2015 — Interim Audit
<] (Y ST 4

OFFICERS REPORTS

Risk Management FrameworK.............ccooiiiiiiiiieiiiiiie e e e e 16
Risk Management & Audit Committee Performance ..........ccccccceeviiiiiiiinnnnns 97
Internal AUt Program.........coiie oo oiieeeiis e e e e e e e e eeennens 101
Outstanding Audit Issue No. 144 — Implementation of Council

DT o ] (0] o L PP PPPPPPPPPPPPP 107
Outstanding Audit Issue N0.143 — Update August 2015 ............cceeevvvunnnnn. 112

INFORMATION ITEMS

Review of Outstanding Audit ISSUES REQISter..........cevvviiviiiiiiiiiiiiiiiieeieeeee 128
Business Papers and Record of Meeting — RMAC Meeting held 29 May 2015
(WITROUE QUOTUM) .. 133
GENERAL BUSINESS ... 134

CLOSURE OF MEETING

Friday, 28 August 2015 RMACO08/2




Reports, recommendations and supporting documentation can be accessed via the City of Darwin Council Website
at www.darwin.nt.gov.au, at Council Public Libraries or contact the Committee Administrator on (08) 8930 0670.

OPEN SECTION RMACO8/3

Risk Management & Audit Committee Meeting — FRIDAY, 28 AUGUST 2015

1. MEETING DECLARED OPEN

2. APOLOGIES AND LEAVE OF ABSENCE
Common No. 2695036

2.1 Apologies

2.2 Leave of Absence Granted

Nil
3. ELECTRONIC MEETING ATTENDANCE
Common No. 2221528
3.1 Electronic Meeting Attendance Granted
Nil
4. DECLARATION OF INTEREST OF MEMBERS AND STAFF
4.1 Declaration of Interest by Members

4.2 Declaration of Interest by Staff

5. CONFIDENTIAL ITEMS
Nil
6. WITHDRAWAL OF ITEMS FOR DISCUSSION

THAT the Committee resolve under delegated authority that all Information Items
and Officers Reports to the Risk Management & Audit Committee Meeting held on
Friday, 28 August 2015 be received and considered individually.
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Reports, recommendations and supporting documentation can be accessed via the City of Darwin Council Website
at www.darwin.nt.gov.au, at Council Public Libraries or contact the Committee Administrator on (08) 8930 0670.

OPEN SECTION RMACO8/4

Risk Management & Audit Committee Meeting — FRIDAY, 28 AUGUST 2015

7. CONFIRMATION OF MINUTES PERTAINING TO THE PREVIOUS RISK
MANAGEMENT & AUDIT COMMITTEE MEETING

THAT the Committee resolve that the minutes of the previous Risk Management &
Audit Committee Meeting held on Friday, 27 March 2015, tabled by the Chairman,
be received and confirmed as a true and correct record of the proceedings of that
meeting.

8. BUSINESS ARISING FROM THE MINUTES PERTAINING TO THE
PREVIOUS RISK MANAGEMENT & AUDIT COMMITTEE MEETING

8.1 Interim Audit and Audit Plan for Year Ended 30 June 2015 —
Interim Audit Letter
Common No. 2527584

At the May 2015 Committee meeting, Chairman lain Summers requested that the
letter from Merit Partners regarding the Audit Plan for the year ended 30 June
2015, be tabled for the Committee to receive and note. The letter from Merit Partners
is Attachment A.
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10 August 2015

The Council/Risk Management and Audit Committee
City of Darwin

GPO Box 84

DARWIN NT 0801

Private and confidential

Dear Council/Committee Members,

We are pleased to present our Audit Plan (“Plan”) including findings from the interim audit, for the
year-end audit of City of Darwin and its controlled entity (“the Council”) for the year ended

30 June 2015. This Plan outlines the scope of our services and presents our understanding of
some key considerations that will affect the 2015 audit.

Our audit is designed to express an opinion on the 2015 full year financial statements. Our
current year Plan has been prepared based on our understanding of the Council’s business and
the industry it operates in. We have considered and will continue to consider Council’s current
and emerging business risks, assessing those that could materially affect the financial statements
and align our procedures accordingly. The Plan will be responsive to your needs and will
maximise audit effectiveness so we can deliver the high quality audit you expect.

If you have any questions or comments, please contact Candice Thomson, Senior Manager or
myself on 89 821 444.

Yours faithfully

‘Z\,__(.

MunLi Chee
Partner

/

Level 2,9 Cavenagh Street Darwin NT 0800  GPO Box 3470 Darwin NT 0801 Liability limited by a scheme approved
+6188982 1444 meritpartners.com.au  ABN 16 107 240 522 under Professional Standards Legislation
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1. Audit plan highlights

Review of the prior year audit The issues arising from the prior year audit included;
closzng letter 1dent.1fied some »  Preparation of Monthly BAS
audit and accounting matters

» Annual Leave Calculation

We have worked closely with The key areas of focus within our plan include:
Council’s management and will

continue to work together on Accounting for Carbon Tax;

significant accounting matters »  Accounting for Revenue Received in Advance;
» Fixed Assets Valuation and Ownership;
»  Street Lighting Fees, Maintenance and Ownership;
»  Restrictions on Cash
Other areas of audit focus » Compliance with Legislation and Government Policies;

Compliance with Australian Accounting Standards

City of Darwin me}:lt

Audit plan for the year ended 30 June 2015



2. An effective audit approach

Our audit is primarily designed to enable us to express an opinion that the financial report presents fairly, in all
material respects, the Council’s financial position and financial performance in accordance with Australian
Accounting Standards and the Local Government Act and Regulations.

We have recently conducted our interim audit on the Council for the year ended 30 June 2015. The interim
audit covered a number of procedures such as the control testing over payroll, payments and the financial
statement close processes; areas of audit focus, and risk assessment as to the material misstatements to the
financial statements.

2.1 Inherent limitations and management’s responsibility

It should be noted that the primary purpose of the interim audit procedures was to obtain sufficient and
appropriate audit evidence to prepare for the requirement to form an opinion on the Council’s financial
statements. The audit was not, therefore, a comprehensive review of all systems and processes and was not
designed to uncover all weaknesses, breaches and irregularities in those systems and processes. Inherent
limitations in any management process and system of internal control may mean that errors or irregularities
might occur and not be detected. The audit review did not constitute a complete examination of all relevant
data and was not designed to uncover all processing errors and therefore may not have detected all breaches
and irregularities that could have occurred.

The fact that the interim audit has not identified any significant matters does not mean that there are no other
matters of which you should be aware of in meeting your responsibilities, nor does this report absolve you from
taking appropriate action to meet your responsibilities.

2.2 Interim Findings

The accounting and control procedures examined during the interim audit were found to be generally
satisfactory. Discussions with management and staff have provided an understanding of the key business
processes and controls. Overall, it appears that the Council has a satisfactory control environment and controls
that will be able to be relied upon in the audit of the Council for the year ended 30 June 2015.

2.3 Materiality

Materiality is used to determine the nature and extent of our audit procedures. It serves as a threshold for
considering the individual and cumulative effect of potential adjustments and accounting issues.

Materiality levels are established by reference to income, as well as other quantitative and qualitative
considerations. We consider 1% of income as an appropriate materiality level for the Council. We propose to
establish planning materiality at $1.1 million based on Gross Revenue of $111 million for the period ended 31
May 2015.

We will regularly review the level of materiality throughout the engagement and where a change is necessary
we will advise the Risk Management and Audit Committee (RMAC) accordingly.

We will report to you all audit differences greater than $55,500 to Council’s result whether they are adjusted or
unadjusted.

2.4 Opinions to be issued

Our audit will be conducted to provide reasonable assurance as to whether the financial report for the year
ended 30 June 2015 is free from material misstatements. We will conduct our audit in accordance with
Australian Auditing Standards.

'
City of Darwin m?rlt
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City of Darwin
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The risk of fraud and error

The primary responsibility for the prevention and detection of fraud and error rests with those charged with the
governance and management of the Council.

Our responsibility as the external auditor is to consider the risk of fraud and the factors that are associated with
it so as to ensure that the financial statements are free from material misstatement resulting from fraud.
However, it is important to note that while our external audit work is not primarily directed towards the
detection of fraud or other irregularities, we will report any matters identified during the course of our work.

Year-end timing

An objective of the interim audit was to liaise with management to plan for the year-end audit. Part of this
process involved analysing last year’s financial statements and reviewing the timing, extent and nature of audit
procedures required. The outcome of this process was that final audit fieldwork and procedures will commence
on Monday 21 September 2015.

The following timetable has been agreed with City of Darwin management:

Date Action Responsibility

18/09/2015 Draft financial statements completed Manager Finance

23/09/2015 Internal review of financial statements Manager Finance
completed

23/09/2015 Subsidiary audited financial statements DEC
completed

25/09/2015 Draft consolidated financial statements Manager Finance
completed

28/9/2015 Provide draft consolidated Financial Manager Finance

Statements to Audit

28/9/2015 Audit team commences audit on site Merit Partners

23/10/2015 Draft auditor reports, financial statements Merit Partners
and closing letter provided to RMAC

30/10/2015 RMAC meet to consider the auditor reports, | RMAC
financial statements and closing letter

30/10/2015 CEO signs management representation letter | Chief Executive Officer

30/10/2015 CEO signs financial statements Chief Executive Officer

30/10/2015 Auditor signs audit reports and closing letter | Merit Partners

10/11/2015 CEO lays Financial statements before Chief Executive Officer
Council at 1* ordinary meeting

15/11/2015 Lodge annual report including audited Manager Strategy &
financial statements with DLG & NTGC Outcomes

0%‘
merit

Audit plan for the year ended 30 June 2015 1 O
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3. Key areas of audit focus

3.1 Our risk assessment of financial statement accounts

Our approach is to identify the significant accounts at a consolidated level and the critical accounting processes
that impact these accounts. This necessitates the determination of where material constituent components of
the consolidated accounts and related processes are located throughout the group. Our audit then addresses
these areas. Our audit is conducted as one team to guarantee a streamlined audit across all of your divisions.

Risk of material . Planned Substantive
. . Analytical .
Financial Component error (low, moderate ! control Testing
. review .
or high) reliance Approach

Rates, Levies and Charges =~ Moderate v v
Fees and Charges Low v v
Grant Funding Low v v
Employee Benefits Moderate v v
Expenses Moderate v v
Cash and cash equivalents =~ Low v v
Investments Low v 4
Receivables Low v v
Infrastructure, property, . v
plant & equipment Moderatefhigh v
Payables Low 4 v
Provisions Medium v 4
Borrowings Low v v
Reserves Low v v

Throughout the year we will meet regularly with process owners and key members of management and
continue to challenge and modify our risk assessment.

'
City of Darwin merlt
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3.2 A risk focused approach

Our audit considers a view of the risks faced by your business, which ultimately impact your financial reports.
In order to identify the key business risks of the Council, we have considered:

»  Council’s strategies and objectives;
»  Government policy and legislation; and
»  The economic and market conditions in which Council’s operates

This involved discussions with management, input from the RMAC, drawing on our past experience and
knowledge, reference to external data sources, examining Council’s current and proposed accounting and
reporting practices and identifying key judgemental areas.

We have prepared a summary of those key risks below and our planned response in the tables that follow.

Area of Emphasis

Follow up of prior
year audit issues

Carbon Tax
Treatment

Revenue Received in
Advance

Fixed Assets
Valuation and
Ownership

Street Lighting fees,
maintenance and
ownership

Restrictions on Cash

Compliance with
legislation and
government policies

Compliance with
Australian
Accounting
Standards

City of Darwin
Audit plan for the year ended 30 June 2015

Work to be performed

We will follow up with management on the current status of the following matters:
> Preparation of Monthly BAS
> Annual Leave Calculation

We will obtain the Council’s proposed accounting policy, working papers and proposed disclosure within
the financial statements for further audit review to determine their reasonableness.

We will obtain and review the Council’s position in relation to recognition of Revenue Received in
Advance, in particular, Rates Revenue, to determine suitable application in line with the requirements of the
Accounting Standards.

We will obtain and review the Council’s fixed assets register and agree the balances of the register to the
general ledger.

A sample of additions and disposals will be checked against relevant support documents such as invoice,
contracts and procurement guidelines and policies.

We will also review related repairs and maintenance accounts to ensure that relevant transactions of a
capital nature have not been omitted from being capitalised.

Valuation reports, if any, will be reviewed to ensure assets are valued appropriately.

Fixed asset useful lives and depreciation rates, depreciation and amortisation accounts will be reviewed to
ascertain their reasonableness.

We will also review management’s assessment of impairment which includes review of minutes of the
Council and RMAC for any reference to indicators of impairment and correspondence from the Chief
Officer’s Group.

We will continue to review Council’s position in relation to street lighting issues and any impact on the
Council’s budget.

We will obtain and review the Council’s support over restricted cash and reserve accounts. We will review
and test the accuracy of the information within the accounts to relevant support. Additional review of
budgets and funding agreements to ensure that balances are complete at reporting date.

We will consider the requirements of applicable legislation and government policy by review of relevant
Acts, Regulations and agreements. We will perform sufficient audit procedures over key financial
requirements imposed on the Council.

Perform sufficient audit procedures over year end reconciliations and review of the financial statements in
accordance with Australian Accounting Standards and Local Government Act and Regulations.

N
merit



4. Independence
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We understand the importance of independence to you. We have been rigorous in maintaining our
independence and managing conflicts. We will remain independent, and be seen to be independent.

Independence is fundamental to Merit Partner as our ongoing reputation and success is connected to our ability
to meet both Council and broader regulatory independence requirements.

We have consistently complied with all professional regulations relating to auditor independence including

those outlined in:

»  Section 307C of the Corporations Act 2001

» APES 110 code of Ethics for Professional Accountants

We have no conflict of interest:

» All team members (including
specialists) have personally
confirmed their independence

» We adhere to strict client
confidentiality requirements

We adhere to the

Council Charter of

Audit independence
Independentin

“appearance”

We do not provide any
prohibited services

We comply with all
independence legislation
and guidelines

Integrity |  Objectivity |

City of Darwin
Audit plan for the year ended 30 June 2015

Meeting
your
independence
requirements

The scope of non audit
services provided to you is
based upon both the letter and
spirit of the current rules
governing auditor
independence

We bring differences
in opinion to

management and the
Independentin S

“mind”

We have a strong
independent review
process, including a
significant
independent review
partner role

Merit Partners, its Directors
and current service team
members do not hold any
financial interests in the
Council

Professional scepticism

N
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Appendix A  Audit Deliverables for FY 2015

e Provide an audit opinion of the general purpose and special purpose financial reports
of the Council for the year ended 30 June 2015;

e  Carry out such work as is necessary to form an opinion as to whether the accounts are
properly kept; and the general purpose financial report is prepared in accordance with
the financial records; and represents fairly the results of the operations of the Council
for each financial year in accordance with the Australian Accounting Standards, the
Act, Regulations and other mandatory professional reporting requirements.

e Provide a report to Council on:

o

The Statement of Financial Performance. A discussion on the operating result for
the year including the effect of depreciation, the result for the year, level of grants
and contributions and the level of rates increase for the year;

Financial Position. Comment on the performance ratios included in the notes to
the financial statements, the effects of restrictions to cash and investmtents, the
state of receivables, debt service and infrastructure assets;

Cash Flow Statement. Comment on the effect of material items such as
borrowings, the effect of restrictions applied to cash and investments, the state of
receivables, debt service, infrastructure assets and development contributions;

Areas for improvement, which is based solely on our evaluation on the internal
financial controls of the Council; and

Other Matters.  Such as changes to accounting standards and future
developments.

e  Complete the above reports on a timely basis; and

e Attendance at the RMAC and the full Council meetings to present the above reports, if

14
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Appendix B Communication with Those Charged
with Governance

There are certain communications that we are required by Australian Auditing Standards to provide to those
charged with governance. These are detailed below for the RMAC’s reference:

Required communication Reference

Terms of engagement Engagement letter
» Confirmation by RMAC of acceptance of terms of engagement
» Merit Partner to provide a copy of the engagement letter

Planning and audit approach Audit Plan

» Communication of the planned scope and timing of the audit including any limitations

Significant findings from the audit Audit Letter to Those

» Our view about the significant qualitative aspects of accounting practices including Charged with Governance

accounting policies, accounting estimates and financial statement disclosures
Significant difficulties, if any, encountered during the audit

Significant matters, if any, arising from the audit that were discussed with
Management

» Written representations that we are seeking

» Expected modifications to the audit report

» Other matters if any, significant to the oversight of the financial reporting process

Misstatements Audit Letter to Those

» Uncorrected misstatements and their effect on our audit opinion Charged with Governance
» The effect of uncorrected misstatements related to prior periods

» A request that any uncorrected misstatement be corrected

» In writing, corrected misstatements that are significant

Fraud To be discussed with the

» Enquiries of RMAC to determine whether they have knowledge of any actual, Committee
suspected or alleged fraud affecting the entity

» Any fraud that we have identified or information we have obtained that indicates that a
fraud may exist

» A discussion of any other matters related to fraud

External confirmations No matters noted
» Management’s refusal for us to request confirmations

» Inability to obtain relevant and reliable audit evidence from other procedures

Consideration of laws and regulations To be discussed with the

» Audit findings regarding non-compliance where the non-compliance is material and Committee
believed to be intentional

» Enquiry of RMAC into possible instances of non-compliance with laws and regulations
that may have a material effect on the financial statements that the Committee may be

aware of.
Going concern Audit Letter to Those
Events or conditions identified that may cast significant doubt on the entity's ability to Charged with Governance

continue as a going concern, including:
» Whether the events or conditions constitute a material uncertainty

» Whether the use of the going concern assumption is appropriate in the preparation and
presentation of the financial statements

» The adequacy of related disclosures in the financial statements

Significant deficiencies in internal controls identified during the audit Management Letter

'
City of Darwin mel‘lt
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Reports, recommendations and supporting documentation can be accessed via the City of Darwin Council Website
at www.darwin.nt.gov.au, at Council Public Libraries or contact the Committee Administrator on (08) 8930 0670.

OPEN SECTION RMACOS/S

Risk Management & Audit Committee Meeting — FRIDAY, 28 AUGUST 2015

9. OFFICERS REPORTS

9.1 Risk Management Framework
Report No. 15A0103 TS:mp (28/08/15) Common No. 2363571
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ENCL:
YES

RISK MANAGEMENT & AUDIT

COMMITTEE/OPEN AGENDA ITEM: 9.1

RISK MANAGEMENT FRAMEWORK

REPORT No.: 15A0103 TS:mp COMMON No.: 2363571 DATE: 28/08/2015

Presenter: Team Coordinator Risk, Audit & Safety, Tony Simons
Approved: General Manager Corporate Services, Diana Leeder

PURPOSE

The purpose of this report is to inform the Risk Management & Audit Committee
(RMAC) on progress with the various elements of Council’'s risk management

framework.

LINK TO STRATEGIC PLAN

The issues addressed in this Report are in accordance with the following
Goals/Strategies of the City of Darwin 2012 — 2016 as outlined in the ‘Evolving
Darwin Towards 2020 Strategic Plan’:-

Goal

5 Effective and Responsible Governance
Outcome

5.3 Good governance

Key Strategies

5.3.3 Understand and manage Council’s risk exposure

KEY ISSUES

e Council's risk management framework incorporates a number of elements
including: strategic and operational risk assessments, the internal audit and
control self-assessment programs and business continuity planning

e Operational risk assessments have been revised in accordance with the annual
program and were current as of March 2015; some additional changes have been
made to ensure alignment with the Municipal Plan in regards to key business
objectives

e Copies of the work in progress risk assessments are attached for the information
of the Committee

e The control self-assessment program is in abeyance pending the installation of
new software; the software vendor is attending this meeting for a presentation to
the Committee

e The business continuity program is being reviewed following the implementation
of new software

17




PAGE: 2

REPORT NUMBER: 15A0103 TS:mp

SUBJECT: RISK MANAGEMENT FRAMEWORK
RECOMMENDATIONS

THAT the Committee resolve under delegated authority:-

THAT Report Number 15A0103 TS:mp entitled Risk Management Framework, be
received and noted.

DISCUSSION

Risk Assessments

The four departmental risk assessments are reviewed continually throughout the
year to ensure outcomes from internal audits and control self-assessment reviews
are incorporated into the assessments.

Assessments are also reviewed in toto annually and this was completed in March
2015. Additional work has now been done to ensure that the key business objectives
outlined in Council’s Municipal Plan are reflected in the operational risk assessments
to ensure the documents are aligned and that links between operational risk and
strategic objectives outlined in the Strategic Plan are identified.

Considerable work has been done to ensure that the Municipal Plan and the risk
assessments are aligned and some further amendments have also been
incorporated into the risk assessments to reflect recent changes in organisational
structures.

All four departmental operational risk assessments are substantially complete, with
the exception of a small number of business areas where more consultation with the
business unit managers is required as a result of structural changes to the
organisation chart.

Copies of the four assessments are attached herewith for the information of the
Committee. The Committee should note that areas documented in red reflect
changes made to the risk assessments since the 2014 versions were tabled at
RMAC in March 2014. Attachments A,B,C &D

Control Self-assessment Program

The control self-assessment program is being upgraded to incorporate a front end
risk management component which will partially automate the linkage between risk
and controls identified in the assessments and in the control self-assessment
module.

The software vendor is in attendance at this meeting to demonstrate system
capabilities to the Committee.

18
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PAGE: 3
REPORT NUMBER: 15A0103 TS:mp
SUBJECT: RISK MANAGEMENT FRAMEWORK

Business Continuity Planning

The business continuity plans for essential Council functions was first undertaken
over the period December 2011 and January 2012.

The software vendor attended Council during the second week of July 2015 to install
and configure the new version of the business continuity software which has resulted
in improvements in both capability and functionality. City of Darwin is the first
Australian client to upgrade to the new software.

The Team Coordinator Risk Audit and Safety is now working through the review and
redevelopment of continuity plans and including new essential areas where
necessary.

A project communication plan has been circulated to all internal stakeholders,
including the Chief Officers Group. The project plan is appended to this report for the
information of the Committee Attachment E.

CONSULTATION PROCESS

This report was considered by the Chief Officer's Group on 17 August 2015 and is
now referred to the Risk Management & Audit Committee for consideration.

POLICY IMPLICATIONS

Nil

BUDGET AND RESOURCE IMPLICATIONS

Nil — the upgrades to both the business continuity and control self-assessment
software are included in current contractual arrangements with the software
providers.

RISK/LEGAL/LEGISLATIVE IMPLICATIONS

Understand and manage Council’s risk exposure.

ENVIRONMENTAL IMPLICATIONS

Nil

19

19



20

PAGE: 4
REPORT NUMBER: 15A0103 TS:mp
SUBJECT: RISK MANAGEMENT FRAMEWORK

COUNCIL OFFICER CONFLICT OF INTEREST DECLARATION

We the Author and Approving Officers declare that we do not have a Conflict of
Interest in relation to this matter.

TONY SIMONS DIANA LEEDER
TEAM COORDINATOR RISK, GENERAL MANAGER
AUDIT & SAFETY CORPORATE SERVICES

For enquiries, please contact Tony Simons on 8930 0573 or email:
t.simons@darwin.nt.gov.au.

Attachments:

Attachment A: Operational risk assessment Corporate Services
Attachment B: Operational risk assessment Infrastructure

Attachment C: Operational risk assessment Community & Cultural Services
Attachment D: Operational risk assessment Office of the Chief Executive
Attachment E: Business Continuity Program Communications Plan
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ATTACHMENT&2

CITY OF "Q RISK, AUDIT & SAFETY — PROJECT COMMUNICATIONS PLAN
DARWIN

UPGRADE OF BUSINESS CONTINUITY SOFTWARE & BC PLANS

1. PROIJECT OBJECTIVES

Implement the current version of the BC software, upgrade all existing BC plans and prepare new BC
plans for identified new areas of risk.

2. COMMENCEMENT DATE

01 July 2015

3. EXPECTED DURATION

It is anticipated that completion of upgrades and BC plan preparation will be completed by end July
2015, and endorsement and approval by Middle Managers by end September 2015.

4. PROIJECT OVERVIEW:
The project will be managed by the Team Coordinator Risk Audit & Safety.

This project is intended to build on the work done in 2011/12/13 on the preparation of business
continuity plans for City of Darwin’s identified essential service delivery areas.

New software to manage business continuity planning has been developed by our BC service
provider and this will be implemented as the first stage of the project and then the supporting
resource and information data bases will be loaded to the system and system controls verified.

Existing BC plans will be upgraded and BC plans prepared for new identified essential services.

BC plans will be prepared initially by the Team Coordinator Risk Audit & Safety with the assistance of
the BC consultant.

Once plans have been prepared, and software operational issues confirmed, each internal
stakeholder group (see table section 7) will be engaged through a facilitated workshop to work
through the features of the new BC system and to review and confirm their individual business
continuity plans.

When BC plans have been completed and signed off by operational areas, the plans will be loaded to
the common G: drive and to Council’s intranet under “Risk Audit & Safety”.

A report on the outcomes of the project will be prepared for the Chief Officers Group and for the
Risk Management and Audit Committee.

g:\reports\agenda\risk management committee\audit papers 2015\3 - august 2015\15a0103 risk management framework
attachment e - bcm project communications plan vl.docx
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CITY OF ,(

DARWIN

PROJECT DELIVERABLES

Conversion of existing BC software to current version

Completion of business continuity plans for all essential service delivery areas

Testing of plans as part of pre-cyclone readiness exercise
Project outcome reports to Chief Officers Group and Risk Management & Audit Committee

RISK, AUDIT & SAFETY — PROJECT COMMUNICATIONS PLAN

6. PROJECT STAGES
i Prepare resource data bases TC Risk Audit & Safety O1 July ->
i
' o TC Risk Audit & Safety ¥
functionality of software
Confirm with General & Executive Managers BCM Solutions
iii. | that existing identified “essential service” TC Risk Audit & Safety 13 July
areas are still classified as essential GMs & EM
Identify new service delivery areas considered BCM Solutions
iv. essentiyal ¥ TC Risk Audit & Safety 13/14 July
GMs & EM
v Prepare business continuity plans for all BCM Solutions 14-17 Jul
) essential service delivery areas TC Risk Audit & Safety y
BCM Solutions
TC Risk Audit & Safety Workshobs
. Workshop with internal stakeholders to Middle Managers P
vi. . . commence
confirm accuracy of BC plans Line Managers and support
. August
staff from internal
stakeholder table
vii. | Approval of BC plans by Middle Managers TC Risk Audit & Safety September
viii. Load approved BC plans to intranet TC Risk Audit & Safety September
ix. Report on project outcomes to COG & RMAC | TC Risk Audit & Safety October
TC Risk Audit & Safety
. . . . Middle Managers
. Test BC plans in conjunction with pre-cyclone Line Managers and support TBA

readiness exercise

staff from internal
stakeholder table

g:\reports\agenda\risk management committee\audit papers 2015\3 - august 2015\15a0103 risk management framework
attachment e - bcm project communications plan vl.docx
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CITY OF ,(

DARWIN

7. INTERNAL STAKEHOLDERS

RISK, AUDIT & SAFETY — PROJECT COMMUNICATIONS PLAN

COG & EXECUTIVE

MIDDLE MANAGER

LINE MANAGER & SUPPORT

GM Corporate Services

GM Corporate

GM Executive Assistant

TC Risk Audit & Safety

Risk & Safety Officer

Manager Finance

TL Revenue

Financial Accountant
Payables Accountant
TL Stores

Manager IT

IT Service Coordinator
System Administrator
GIS Officer

IT Systems Officer

Manager Business Services

Contracts Officer
TL Parking

Manager Records

Records Administrator

Manager Fleet

Operations Supervisor

Manager Regulatory Services

Regulatory Operations Supervisors
Regulatory Administration
Supervisor

Animal Pound Supervisor

Manager People Culture &
Capability

Senior HR Advisors

GM Community & Cultural
Services

Manager Libraries

Manager City Library
Manager Casuarina Library
Manager Nightcliff Library
Manager Karama Library
Senior Library Technicians

Manager Recreation, Events &
Customer Service

TL Customer Service
Customer Services Officers

Manager Safer City Program

SSP Coordinator

GM Community

GM Executive Assistant

g:\reports\agenda\risk management committee\audit papers 2015\3 - august 2015\15a0103 risk management framework
attachment e - bcm project communications plan vl.docx
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CITY OF "( RISK, AUDIT & SAFETY — PROJECT COMMUNICATIONS PLAN
DARWIN

TC Civil Infrastructure

TL & ATL Roads & Drainage
TL & ATL Concrete
Workzone Traffic Officer
TL Cleaning

TC & TL Building Services
Manager Infrastructure TC Parks

Maintenance TL & ATLs Parks Teams
TL& ATLUFM

TL & ATL Irrigation

Tech Officer - Parks Operations
Tech Officer - Contracts
Senior Admin Officer
Communications Officer

GM Infrastructure

TL Waste & Recycling

Manager Technical Services TL Development

Permits Officer

Manager DPP TC Projects

GM Infrastructure GM Executive Assistant

Media & Public Relations
EM Office of CEO EM Office of CEO Digital Marketing & Comms
OCE Executive Assistant

Chief Executive Officer CEO CEO Executive Assistant
Lord Mayor LM Executive Assistant
Council
Elected Members Committee Administrator

8. EXTERNAL STAKEHOLDERS:

e BCM Solutions
e TIO/Allianz
e Marsh

e Local Government Association of NT
e City of Darwin Risk Management & Audit Committee

g:\reports\agenda\risk management committee\audit papers 2015\3 - august 2015\15a0103 risk management framework
attachment e - bcm project communications plan vl.docx
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CITY OF "Q RISK, AUDIT & SAFETY — PROJECT COMMUNICATIONS PLAN
DARWIN

9. STAKEHOLDER INVOLVEMENT:

Internal stakeholders (middle and line managers and support staff) will be required to participate in
a series of evaluation workshops facilitated by the TC Risk Audit & Safety. Workshops will be
undertaken during August 2015.

Wherever possible the workshops will be scheduled to minimise interruption to workgroup service
programs, however, as the business continuity program has been endorsed by the Chief Officers
Group it is expected that required participants will extend their cooperation and participation as
required.

At the workshops the newly completed draft BC plans will be presented to each work group. Group
members will be responsible for identifying and confirming that the following resources
requirements used by the workgroups have been correctly identified and noted in BC plans :-

e worst time for service delivery capability to be interrupted

e the impact/risk level of the loss of workgroup services over time following major business
interruption scenario

e staff resources used by workgroups

o workstation layout and equipment requirements

o telephony and IT resource requirements

e external dependencies (suppliers of goods and services)

e internal dependencies (payroll, payables, IT services, building maintenance)

e service delivery bandwidths (9-5, 24 hrs)

This process will be undertaken twice — once for a “normal service delivery” situation and secondly
in a “provision of minimal essential services” scenario.

BC plans for executive management and Council will be reviewed by the relevant members of the
Chief Officers Group.

Once completed, line managers will be required to formally endorse their BC plans.

Completed plans will be referred to Chief Offices Group for noting by the TC Risk Audit and Safety.

g:\reports\agenda\risk management committee\audit papers 2015\3 - august 2015\15a0103 risk management framework 96
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Reports, recommendations and supporting documentation can be accessed via the City of Darwin Council Website
at www.darwin.nt.gov.au, at Council Public Libraries or contact the Committee Administrator on (08) 8930 0670.

OPEN SECTION RMACO8/6

Risk Management & Audit Committee Meeting — FRIDAY, 28 AUGUST 2015

9. OFFICERS REPORTS

9.2 Risk Management & Audit Committee Performance
Report No.15A0104 TS:mp (28/08/15) Common No. 3021961
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ENCL: RISK MANAGEMENT & AUDIT

NO COMMITTEE/OPEN AGENDA ITEM: 9.2

RISK MANAGEMENT & AUDIT COMMITTEE PERFORMANCE

REPORT No.: 15A0104 TS:mp COMMON No.: 3021961 DATE: 28/08/2015
Presenter: Team Coordinator Risk, Audit & Safety, Tony Simons
Approved: General Manager Corporate Services, Diana Leeder
PURPOSE

The purpose of this report is to inform the Risk Management & Audit Committee
(RMAC) about the results of the annual survey of RMAC performance.

LINK TO STRATEGIC PLAN

The issues addressed in this Report are in accordance with the following
Goals/Strategies of the City of Darwin 2012 — 2016 as outlined in the ‘Evolving
Darwin Towards 2020 Strategic Plan’:-

Goal

5 Effective and Responsible Governance
Outcome

5.3 Good governance

Key Strategies

5.3.3 Understand and manage Council’s risk exposure

KEY ISSUES

e The RMAC Terms of Reference require an annual survey to be conducted of
RMAC performance against its objectives as set out in its Terms of Reference

e The Department of Local Government position paper of audit committees
recommends an annual review of committee performance be undertaken

e Assessments of RMAC performance are conducted by the Elected Members
serving on Council’'s Corporate and Economic Development Standing Committee,
other Elected Members who serve on RMAC and the Senior Council Officers who
regularly attend RMAC meetings.

RECOMMENDATIONS

THAT the Committee resolve under delegated authority:-

THAT Report Number 15A0104 TS:mp entitled Risk Management & Audit
Committee Performance, be received and noted.
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PAGE: 2

REPORT NUMBER: 15A0104 TS:mp

SUBJECT: RISK MANAGEMENT & AUDIT COMMITTEE PERFORMANCE
BACKGROUND

RMAC performance surveys have previously been undertaken by all Elected
Members and senior Council Officers.

At its meeting on 29 May 2015 RMAC approved a change to the survey process
whereby only those Elected Members who serve on the Corporate and Economic
Development Standing Committee and on RMAC would be surveyed.

This change was implemented in response to an increasing number of participants
from past performance surveys advising that they did not have sufficient knowledge
of RMAC operations to enable them to complete the survey.

DISCUSSION

Performance surveys were circulated to the participating persons on 3 July 2015 with
a request for responses to be submitted by 31 July 2015. A follow up communique
was sent on 28 July 2015.

At the time of preparing this report only four responses from a possible twelve had
been received, and one of these four responses included an “unable to complete”.

CONSULTATION PROCESS

This report was considered by the Chief Officer's Group on 17 August 2015 and now
referred to the Risk management & Audit Committee for consideration.

POLICY IMPLICATIONS

Nil

BUDGET AND RESOURCE IMPLICATIONS

Nil

RISK/LEGAL/LEGISLATIVE IMPLICATIONS

Ensure compliance with RMAC terms of reference and with the Department of Local
Government position paper on audit committee operations.

ENVIRONMENTAL IMPLICATIONS

Nil
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PAGE: 3
REPORT NUMBER: 15A0104 TS:mp
SUBJECT: RISK MANAGEMENT & AUDIT COMMITTEE PERFORMANCE

COUNCIL OFFICER CONFLICT OF INTEREST DECLARATION

We the Author and Approving Officers declare that we do not have a Conflict of
Interest in relation to this matter.

TONY SIMONS DIANA LEEDER
TEAM COORDINATOR RISK, GENERAL MANAGER
AUDIT & SAEETY CORPORATE SERVICES

For enquiries, please contact Tony Simons on 8930 0573 or email:
t.simons@darwin.nt.gov.au.
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Reports, recommendations and supporting documentation can be accessed via the City of Darwin Council Website
at www.darwin.nt.gov.au, at Council Public Libraries or contact the Committee Administrator on (08) 8930 0670.

OPEN SECTION RMACO8/7

Risk Management & Audit Committee Meeting — FRIDAY, 28 AUGUST 2015

9. OFFICERS REPORTS

9.3 Internal Audit Program
Report No.15A0105 TS:mp (28/08/15) Common No. 1536877
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ENCL: RISK MANAGEMENT & AUDIT

AGENDA ITEM: 9.3

YES COMMITTEE/OPEN

INTERNAL AUDIT PROGRAM

REPORT No.: 15A0105 TS:mp COMMON No.: 1536877 DATE: 28/08/2015
Presenter: Team Coordinator Risk, Audit & Safety, Tony Simons
Approved: General Manager Corporate Services, Diana Leeder
PURPOSE

The purpose of this report is to inform the Risk Management & Audit Committee
(RMAC) as to the progress of Council’s internal audit program.

LINK TO STRATEGIC PLAN

The issues addressed in this Report are in accordance with the following
Goals/Strategies of the City of Darwin 2012 — 2016 as outlined in the ‘Evolving
Darwin Towards 2020 Strategic Plan’:-

Goal

5 Effective and Responsible Governance
Outcome

5.3 Good governance

Key Strategies

5.3.3 Understand and manage Council’s risk exposure

KEY ISSUES

e Council’s audit plan is developed by the Team Coordinator Risk Audit & Safety in
conjunction with the Chief Officers Group (COG)

e Audit subjects are identified from the four departmental operational risk
assessments

e The final audit plan is approved by COG and referred to RMAC for consideration
and noting

e The 2014-15 audit plan is has been completed with the exception of the audit on
investments which will be undertaken shortly

RECOMMENDATIONS

THAT the Committee resolve under delegated authority:-

THAT Report Number 15A0105 TS:mp entitled Internal Audit Program, be received
and noted.
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REPORT NUMBER: 15A0105 TS:mp

SUBJECT: INTERNAL AUDIT PROGRAM
DISCUSSION

The Team Coordinator Risk Audit & Safety has identified a list of potential audit
subjects for the 2015-16 and 2016-17 years.

All of the subjects have a risk rating of ‘high’ or ‘extreme’ as per the operational and
strategic risk assessments.

The list of potential audit subjects has been circulated to the Chief Officers Group for
consideration and comment; and meetings have been scheduled with COG
members to finalise the audit program.

The program with then be submitted to COG for approval and recommendation to
RMAC.

A copy of the table of identified audit subjects is attached for the information of
RMAC.

CONSULTATION PROCESS

This report was considered by the Chief Officer's Group on 17 August 2015 and now
referred to the Risk Management & Audit Committee for consideration.

POLICY IMPLICATIONS

Nil

BUDGET AND RESOURCE IMPLICATIONS

Nil

RISK/LEGAL/LEGISLATIVE IMPLICATIONS

Understand and manage Council’s risk exposure.

ENVIRONMENTAL IMPLICATIONS

Nil
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PAGE: 3
REPORT NUMBER: 15A0105 TS:mp
SUBJECT: INTERNAL AUDIT PROGRAM

COUNCIL OFFICER CONFLICT OF INTEREST DECLARATION

We the Author and Approving Officers declare that we do not have a Conflict of
Interest in relation to this matter.

TONY SIMONS DIANA LEEDER
TEAM COORDINATOR RISK, GENERAL MANAGER
AUDIT & SAFETY CORPORATE SERVICES

For enquiries, please contact Tony Simons on 8930 0573 or email:
t.simons@darwin.nt.gov.au.

Attachments:

Attachment A: Table of internal audit subjects
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Reports, recommendations and supporting documentation can be accessed via the City of Darwin Council Website
at www.darwin.nt.gov.au, at Council Public Libraries or contact the Committee Administrator on (08) 8930 0670.

OPEN SECTION RMACOS/S

Risk Management & Audit Committee Meeting — FRIDAY, 28 AUGUST 2015

9. OFFICERS REPORTS

9.4 QOutstanding Audit Issue No. 144 — Implementation of Council
Decisions
Report No.15TC0064 MC:ph (28/08/15) Common No. 3035180
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ENCL: RISK MANAGEMENT & AUDIT

NO COMMITTEE/OPEN AGENDA ITEM: 9.4

OUTSTANDING AUDIT ISSUE NO. 144 - IMPLEMENTATION OF COUNCIL DECISIONS

REPORT No.: 15TC0064 MB:ph COMMON No.: 3035180 DATE: 28/08/2015
Presenter: Committee Administrator, Penny Hart
Approved: Executive Manager, Mark Blackburn
PURPOSE

The purpose of this report is to provide a response to Outstanding Audit Issue No.
144 - Implementation of Council Decisions as identified through audit processes in
early 2015.

LINK TO STRATEGIC PLAN

The issues addressed in this Report are in accordance with the following
Goals/Strategies of the City of Darwin 2012 — 2016 as outlined in the ‘Evolving
Darwin Towards 2020 Strategic Plan’:-

Goal

5 Effective and Responsible Governance

Outcome

5.3 Good governance

Key Strategies

5.3.1 Demonstrate good corporate practice and ethical behaviour

KEY ISSUES

e An internal audit of Council decisions was undertaken in 2015.

e This review identified that decisions remained outstanding on task lists of former
staff members and that no process was in place to manage or facilitate transfer of
these decisions to an appropriate staff member.

e This issue has now been resolved by the addition of a specific clause in the
Employee Exit Checkilist.
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PAGE: 2
REPORT NUMBER: 15TC0064 MB:ph
SUBJECT: OUTSTANDING AUDIT ISSUE NO. 144 - IMPLEMENTATION OF

COUNCIL DECISIONS

RECOMMENDATIONS

THAT the Committee resolve under delegated authority:-

A THAT Report Number 15TC0064 MB:ph entitled Outstanding Audit Issue
No. 144 - Implementation of Council Decisions, be received and noted.

B. THAT Outstanding Audit Issue No. 144 - Implementation of Council
Decisions be amended to completed status.

BACKGROUND

KPMG were engaged to undertake an internal audit in early 2015 to ensure that
decisions made at council meetings are recorded appropriately, assigned to a
responsible officer and actioned within designated timeframes.

At the Risk Management & Audit Committee (RMAC) meeting in March 2015 it was
resolved that one item from the audit, the Implementation of Council Decisions, be
transferred to the Outstanding Audit Issues list.

PREVIOUS DECISION

DECISION NO.21\3167  (27/03/15)

Internal Audit - Council Decisions
Report No. 15TC0020 MB:mp (27/03/15) Common No. 3035180

THAT the Committee resolve under delegated authority:

A. THAT Report Number 15TC0020 MB:as entitled, Internal Audit - Council
Decisions be received and noted.

B. THAT the Risk Management and Audit Committee note the management
response to the summary of opportunities to improve control design and
framework, and compliance matters as listed in Attachment B to Report
Number 15TC0020 MB:as entitled, Internal Audit - Council Decisions.

C. THAT items 1 — 3 inclusive be managed through the upgrade of ECM.

D. THAT items 4, 6 and 7 not be transferred to the Outstanding Audit Issues
Register as they either of a minor nature or have been implemented.

E. THAT item 5 be transferred to the Outstanding Audit Issues Register.

109



110

PAGE: 3
REPORT NUMBER: 15TC0064 MB:ph
SUBJECT: OUTSTANDING AUDIT ISSUE NO. 144 - IMPLEMENTATION OF

COUNCIL DECISIONS

DISCUSSION

The review of council decisions identified instances of incomplete decisions that
remained outstanding on the ECM task lists of former staff members. Investigation
revealed that there was no procedure in place to ensure that tasks lists in ECM are
reallocated upon departure of staff.

In consultation with the Records Management Unit and People and Culture &
Capability officers the Employee Exit Checklist has now been updated so that any
actions outstanding on the task list are actioned or forward to another employee:

To be completed by EDRMS Administrator:
Task List has been actioned / or forwarded to another employee  ( )Yes ()
N/A

EDRMS Administrator - Signature & Name

CONSULTATION PROCESS

In preparing this report, the following City of Darwin officers were consulted:

e Records Manager
e Senior People, Culture & Capability Advisor

POLICY IMPLICATIONS

City of Darwin Policy No. 043 - Meeting Procedures and Committees General

BUDGET AND RESOURCE IMPLICATIONS

Nil

RISK/LEGAL/LEGISLATIVE IMPLICATIONS

City of Darwin must abide by the Local Government Act for all Council and
Committee matters.

Chapter 6 of the Local Government Act sets forth the requirements for Council
Meetings Part 6.1), the requirements for Committee Meetings (Part 6.2) and
provisions of general application (Part 6.3).

Part 5.2 of Chapter 5 of that Act covers Council Committees.
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PAGE: 4
REPORT NUMBER: 15TC0064 MB:ph
SUBJECT: OUTSTANDING AUDIT ISSUE NO. 144 - IMPLEMENTATION OF

COUNCIL DECISIONS

ENVIRONMENTAL IMPLICATIONS

Nil

COUNCIL OFFICER CONFLICT OF INTEREST DECLARATION

We the Author and Approving Officers declare that we do not have a Conflict of
Interest in relation to this matter.

PENNY HART MARK BLACKBURN
COMMITTEE ADMINISTRATOR EXECUTIVE MANAGER

For enquiries, please contact Mark Blackburn on 8930 0685 or email:
m.blackburn@darwin.nt.gov.au.
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Reports, recommendations and supporting documentation can be accessed via the City of Darwin Council Website
at www.darwin.nt.gov.au, at Council Public Libraries or contact the Committee Administrator on (08) 8930 0670.
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Risk Management & Audit Committee Meeting — FRIDAY, 28 AUGUST 2015

9. OFFICERS REPORTS

9.5 Qutstanding Audit Issue No.143 — Update August 2015
Report No.15TC0100 SG:nj (28/08/15) Common No. 2110829
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ENCL: RISK MANAGEMENT & AUDIT
YES COMMITTEE/OPEN

AGENDA ITEM: 9.5

OUTSTANDING AUDIT ISSUE NO.143 - UPDATE AUGUST 2015

REPORT No.: 15TC0100 SG:nj COMMON No.: 2110829 DATE: 28/08/2015
Presenter: Manager Climate Change & Environment, Shenagh Gamble
Approved: Executive Manager, Mark Blackburn
PURPOSE

The purpose of this report is to finalise Outstanding Audit Issue 143, pertaining to the
Environmental Management System Assessment commenced by Deloitte in March
2014.

LINK TO STRATEGIC PLAN

The issues addressed in this Report are in accordance with the following
Goals/Strategies of the City of Darwin 2012 — 2016 as outlined in the ‘Evolving
Darwin Towards 2020 Strategic Plan’:-

Goal

5 Effective and Responsible Governance
Outcome

5.3 Good governance

Key Strategies

5.3.3 Understand and manage Council’s risk exposure

KEY ISSUES
e OQutstanding Audit Issue No. 143, Section 3.3 and 3.4 are complete
e Implementation of the actions will occur gradually as contracts and leases come

under review or renewal.

RECOMMENDATIONS

THAT the Committee resolve under delegated authority:

A.  THAT Report Number 15TC0100 SG:nj entitled Outstanding Audit Issue
No0.143 - Update August 2015, be received and noted.

B. THAT Outstanding Audit Issue No. 143, Section 3.3 and 3.4 be moved to the
Completed Audit Issues Register.
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PAGE: 2

REPORT NUMBER: 15TC0100 SG:nj

SUBJECT: OUTSTANDING AUDIT ISSUE NO.143 - UPDATE AUGUST 2015
BACKGROUND

At the Risk Management & Audit Committee Meeting of Friday 27 March 2015 it was
resolved under delegated authority:

DECISION NO.21\3165

9.10 Outstanding Audit Issue No. 143 - Environmental Management System
Assessment

Report No. 14TS0257 SG:nj (27/03/15) Common No. 1713107
A.  THAT Report Number 14TS0257 SG:nj entitled Outstanding Audit Issue No.
143 — Environmental Management System Assessment, be received and

noted.

B. THAT Outstanding Audit Issue No. 143, Sections 3.1, 3.2, 3.9 and 3.10 be
moved to the Completed Audit Issues Register.

C. THAT the Outstanding Audit Issue Register be amended to have a completion
date of July 2015 for Outstanding Audit Issue No. 143, Section 3.3 and 3.4.

DISCUSSION

Outstanding Audit Issue N0.143, Section 3.3 is complete, see summary provided in
Attachment A.

3.3 A formal central register for compliance with environmental legislation
should be implemented and maintained.
a) Develop a database of relevant federal and Northern Territory legislation.
b) Database to be reviewed annually and as required when changes to
legislation occur

Outstanding Audit Issue 143, Section 3.4 is complete and will be actioned as
contracts and leases come under review or renewal. Draft Standard Operating
Procedures and environmental checklist have been developed (Attachment B).

3.4 Inspections and monitoring regimes should contain explicit reference to
environmental issues
a) Develop Standard Operating Procedure for site inspections and
monitoring
b) Develop checklist for inspections

114
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PAGE: 3
REPORT NUMBER: 15TC0100 SG:nj
SUBJECT: OUTSTANDING AUDIT ISSUE NO.143 - UPDATE AUGUST 2015

CONSULTATION PROCESS

In preparing this report, the following City of Darwin officers were consulted:

e Chief Executive Officer
e Team Coordinator Risk, Audit & Safety

In preparing this report, the following External Parties were consulted:
e Environmental Defenders Officer

POLICY IMPLICATIONS

A new Standard Operating Procedure will be developed for Site Inspections and
Monitoring

BUDGET AND RESOURCE IMPLICATIONS
Nil

RISK/LEGAL/LEGISLATIVE IMPLICATIONS

Increasing awareness of obligations under environmental legislation provides
avenues to reduce the risk of Council operations contravening environmental
legislation. Recommendations discussed above help Council to improve compliance
with environmental legislation.

ENVIRONMENTAL IMPLICATIONS

Improved compliance with environmental legislation inherently reduces the risk of
environmental harm.

COUNCIL OFFICER CONFLICT OF INTEREST DECLARATION

We the Author and Approving Officers declare that we do not have a Conflict of
Interest in relation to this matter.

SHENAGH GAMBLE MARK BLACKBURN
MANAGER CLIMATE CHANGE & EXECUTIVE MANAGER
ENVIRONMENT

For enquiries, please contact Shenagh Gamble on 8930 0530 or email:
s.gamble@darwin.nt.gov.au.

Attachments:

Attachment A: Extract of database of Northern Territory and Commonwealth
legislation
Attachment B: Draft Standard Operating Procedures and Inspection Checklist
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& Attachment B 119
BARWIN procedure

Title: Standard Operating Procedure: Contractor Reporting of
Environmental Incidents
Procedure No:

Applicable to:
Relational policy:
Approved by:
Next Review Date:
Responsibility:

Document Number:

Version Adoption Date History
1

2
3
4

1 Procedure Summary

This Standard Operating Procedure (SOP) sets out how contractors will report to the City of
Darwin about environmental issues that arise in the course of their activities.

2 Procedure Statement
This SOP will:

1. Create a formal procedure for contractors to notify the City of Darwin of environmental
incidents, and issues and conditions they are experiencing; and

2. Provide the City of Darwin with information it needs to manage emerging environmental
risks and avoid legal, financial and reputational consequences.

Background

To ensure that its contractors appropriately manage environmental issues and take necessary
steps to mitigate the risks of environmental harm, the City of Darwin requires its contractors to:

1. Complete an environmental management plan at the commencement of the contract;
2. Facilitate environmental inspection visits by City of Darwin officers; and

3. Provide reports to the City of Darwin on environmental issues and conditions that they are
experiencing.

There is no legislative requirement that the contractor notify the City of Darwin of these
environmental issues. However, so that the City of Darwin can proactively comply with its

Procedure name: Page 1
Date approved: 119
Review date:
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environmental protection obligations, it is desirable to incorporate this requirement into its
contracts.

Responsibilities

Periodic environmental reporting

A contractor must provide an environmental report to the City of Darwin on a periodic basis. The
frequency of the periodic reporting requirements will be determined with reference to the size of
the project and the frequency of the works. The template periodic environmental report (PER) is
at Attachment A.

Once received, the report will be reviewed by the Manager, Climate Change and the
Environment. The information on the report will be entered into the environmental register for the
purposes of record keeping, reporting, and monitoring. A copy of the report will be kept on file.

Environmental incidents

Where a notification is made to the Northern Territory Environmental Protection Authority
(NTEPA) in relation to any incident on a site the contractor must notify the City of Darwin within 3
days of first notifying the NTEPA by telephoning [insert details].

Emergency environmental incidents

If an emergency environmental incident occurs, all necessary action should be taken to minimise
the size of the impact and any adverse effects. The contractor should contact emergency
services if there'is an imminent risk to human health and safety.

The City of Darwin must be notified of an'emergency environmental incident within 24 hours of
the incident occurring by telephoning [insert details].

[City of Darwin: Many organisations also include an ‘incident report’ system, whereby reports
must be made if there is an environmental incident. | have not included this, as reports are
already required under s 14 of the Waste Management and Pollution Control Act in the event of
environmental harm or serious environmental harm, and | know that the preference is to not
overburden small businesses with regulatory requirements. It may be that the combination of the
environmental management plan, the site inspections and periodic reporting sufficiently manages
the risk arising from the activities of the contractors. | have included an informal ‘telephone
notification system’].

Correspondence from environmental agencies

A contractor must provide to the City of Darwin copies of any correspondence from the Northern
Territory Environmental Protection Authority (or other government agency) which relate to
environmental harm occurring at a premises where a contractor is undertaking work, as soon as
is practicable after having received it.

Procedure name: Page 2
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3 Legislation, terminology and references

See Council’s registers of Commonwealth and Northern Territory environmental legislation, as
amended from time to time.

Procedure name: Page 3
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Title: Environmental inspection and monitoring
Procedure No:

Applicable to:

Relational policy:

Approved by:

Next Review Date:

Responsibility:

Document Number:

Version Adoption Date History
1

1 Procedure Summary

The City of Darwin is committed to ensuring that it meets its environmental responsibilities, in a
way that places a minimal regulatory burden on its staff and contractors and does not impose
unnecessary costs.

The purpose of this Procedure is to incorporate an environmental monitoring process into the
City of Darwin’s pre-existing inspection and monitoring regimes; it is not meant for use as a
formal audit.

This procedure will enable the City of Darwin to have greater oversight over operations
undertaken by the City of Darwin or its agents, lessors and contractors to ensure compliance with
legislated environmental obligations.

Through an environmental monitoring process, the City of Darwin can:

e gain a better understanding of the activities of its contractors from which a risk of
environmental harm arises, which have broader consequences for the community;

e proactively identify the activities of its agents, lessors and contractors which may cause
environmental harm, and identify trends or systemic issues;

e contribute to sound environmental management through recommending changes to existing
environmental management procedures, or creating its own strategies to respond to identified
threats; and

e take any enforcement or corrective action in a timely manner.

Procedure name: Page 1
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2 Procedure Statement

There is no explicit legislative requirement that Council monitor the conduct of its contractors and
lessors. However, by regularly conducting environmental monitoring, the City of Darwin is
meeting its mandated functions and roles under the Local Government Act in relation to
sustainable service delivery and environmental management, including:

e Providing services and facilities for the benefit of its area, its residents and visitors;

e Carrying out measures to protect its area from natural and other hazards and to mitigate
the effect of such hazards;

e Managing and develop council facilities and services in its area in a sustainable way; and

e Seeking to ensure a proper emphasis on environmentally sustainable development within
its area and a proper balance between economic, social, environmental and cultural
considerations.

While contractors and lessors may already conduct environmental monitoring of their activities
(for instance, under an environmental management plan), environmental monitoring by the City
of Darwin is an important independent regulatory tool, as the City of Darwin retains responsibility
for environmental impacts upon the environmental qualities of the municipal area, and may jointly
be responsible as owners of land which contractors or lessors have leased out or are conducting
their activities on.

Procedure

Due to the nature of the services and operations that the City of Darwin provides/runs, either
directly or through its contractors, it has been determined that periodic site and/or activity
inspections are the most appropriate environmental monitoring tool, as for most of the operations
the risk of non-compliance and potential for environmental harm is relatively low. Periodic
inspections of both Council and contractor operations is a low-intensity monitoring activity that
adequately addresses the environmental responsibilities.

For large-scale projects, additional legislative requirements will need to be met monitoring and
auditing requirements should be incorporated into contracts, environmental management plans,
or the conditions of licences.

The purpose of monitoring inspections is to gather information about environmental issues on
site or arising from activities, monitor compliance with environmental legislative obligations, and
to alert both Council and the contractor to emerging environmental issues that may need to be
addressed.

An officer conducting an environmental inspection must:

1. Conduct a site visit to assess the conduct of the activities and environmental conditions which
can readily be assessed on-site;

Procedure name: Page 2
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2. Complete and submit a standard form Environmental Inspection Checklist (EIC)(attachment
1) which will note any issues or concerns arising from the site visit vis-a-vis the general
legislative environmental obligations that apply to the site.

3. Submit the completed EIC to the Manager, Climate Change and Environment for filing or
follow up action if required.

The monitoring inspection is not meant to be exhaustive, and so it will not usually involve a
formal review of documentation and records. It is restricted by the time that an officer has to
conduct an inspection, and relies mostly on what can be seen at the time.

3 Legislation, terminology and references

See Council's registers of Commonwealth and Northern Territory environmental legislation, as

amended from time to time.

Attachment 1: Environmental monitoring checklist
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ENVIRONMENTAL SITE INSPECTION CHECKLIST
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Site:

Inspected by: Date:

Do you notice any of the following? Y, N, Comments
N/A

GENERAL

Visible dust or smoke?

Excessive odour?

Excessive noise?

Spillage?

Discoloured soil?

Discoloured water?

Excessive noise or vibration?

Stressed, damaged or dead vegetation or
wildlife?

Archaeological or cultural heritage sites?

WEED MANAGEMENT

An abundance of weeds?

A declared weed?

Vehicles being cleaned as they leave the site to

ensure that weeds are not spread?

Weeds being adequately controlled and properly

disposed of?

125
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Is the owner/occupier of the land complying with
any weed management plan?

Is the owner/occupier (or person apparently in
charge) of the land putting reasonable measures
in place to prevent the land being infested with
weeds?

SOIL EROSION

Soil erosion?

Has the owner/occupier (or person apparently in
charge) of the land put in place reasonable
measures to prevent or mitigate the soil erosion?

(e.g — protection of exposed earth with some form
of cover, controls for water runoff, retaining walls)

WASTE MANGEMENT & SITE RUNOFF

Are there leaks from waste skips, bins or other
waste receptacles?

Are the premises unreasonably untidy? (e.g.
storage of waste materials or waste outside of
appropriate facilities, litter left lying around the
premises)

Listed waste on site? (e.g asbestos)

If listed waste is present, are the relevant
procedures and legislative requirements being
met?

Are there bunds on site to prevent spillage and
runoff of waster or other pollutants?

If yes, are the bunds in poor condition? (e.g filled
with rainwater, overflowing, stained, damaged or
cracked)

Diesel or oil staining around storage areas or
refuelling areas?

Chemical or other containers or drums stored
inappropriately (e.g in close proximity to
stormwater drains or other water courses, poorly
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stacked, exposed to weather).

Is a waste or contaminant being discharged to a
waterway?

If yes, does the person responsible for the
discharge have a waste discharge licence issued
under the Water Act?

Do you observe any other forms of pollution
emanating from the site?

WATER MANAGEMENT (GENERAL)

Is there a dam, water storage or water control
structure on site?

If yes, has Council been provided with copies of
the authority to have such a structure on the
premises?

Any obstruction or interference of a waterway?
(e.g by placing a structure or other obstruction in,
on or below a waterway)

Any water accumulating on the site?

SACRED SITES & HERITAGE

Are you aware of any sacred sites on the
premises?

If yes, has the owner/occupier (or person
apparently in charge) obtained the relevant
certificate?

Do you have any other concerns about sacred
sites on the land?

Skeletal remains on site?

If yes, notify the police immediately and the
Heritage Branch of the Department of Lands,
Planning and the Environment.
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Reports, recommendations and supporting documentation can be accessed via the City of Darwin Council Website
at www.darwin.nt.gov.au, at Council Public Libraries or contact the Committee Administrator on (08) 8930 0670.

OPEN SECTION RMACO08/10

Risk Management & Audit Committee Meeting — FRIDAY, 28 AUGUST 2015

10. INFORMATION ITEMS

10.1 Review of Qutstanding Audit Issues Register
Common No. 422690

The Outstanding Audit Issues Register is Attachment A.
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Reports, recommendations and supporting documentation can be accessed via the City of Darwin Council Website 133
at www.darwin.nt.gov.au, at Council Public Libraries or contact the Committee Administrator on (08) 8930 0670.

OPEN SECTION RMACO08/11

Risk Management & Audit Committee Meeting — FRIDAY, 28 AUGUST 2015

10. INFORMATION ITEMS

10.2 Business Papers and Record of Meeting — RMAC Meeting held
29 May 2015 (without quorum)

The business papers and record of meeting pertaining to the previous Committee
meeting is an addendum to this agenda.

133

Friday, 28 August 2015 RMACO08/11




Reports, recommendations and supporting documentation can be accessed via the City of Darwin Council Website
at www.darwin.nt.gov.au, at Council Public Libraries or contact the Committee Administrator on (08) 8930 0670.

OPEN SECTION RMACO08/12

Risk Management & Audit Committee Meeting — FRIDAY, 28 AUGUST 2015

11. GENERAL BUSINESS

Nil

12. CLOSURE OF MEETING
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