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OPEN SECTION RMACOS/1

CITY OF DARWIN

RISK MANAGEMENT & AUDIT COMMITTEE

ERIDAY, 29 MAY 2015

MEMBERS: Mr lain Summers (Chairman); Member R K Elix; Member S J Niblock;
Mr Craig Spencer.

OFFICERS: Chief Executive Officer, Mr Brendan Dowd; General Manager
Corporate Services, Dr Diana Leeder; Team Coordinator Risk Audit &
Safety, Mr Tony Simons; Finance Manager, Mr Miles Craighead;
Executive Assistant Corporate Services, Ms Misha Peck.

Enquiries and/or Apologies: Misha Peck
E-mail m.peck@darwin.nt.gov.au - PH: 89300 539
OR Phone Committee Room 1, for Late Apologies - PH: 89300 519

Committee’s Responsibilities

THAT, pursuant to Local Government Act Part 5.2, and Part 4, section 10(2) (b) of
the Local Government (Accounting) Regulations, Council delegate to the Risk
Management & Audit Committee the powers to make decisions relating to :

e the follow up of issues arising from internal and external audits;
¢ the management of outstanding and completed audit issues registers; and
e the receipt and acceptance of strategic and operational risk assessments.
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Reports, recommendations and supporting documentation can be accessed via the City of Darwin Council Website
at www.darwin.nt.gov.au, at Council Public Libraries or contact the Committee Administrator on (08) 8930 0670.

OPEN SECTION RMACOS/4

Risk Management & Audit Committee Meeting — Friday, 29 May 2015

6. WITHDRAWAL OF ITEMS FOR DISCUSSION

THAT the Committee resolve under delegated authority that all Information Items
and Officers Reports to the Risk Management & Audit Committee Meeting held on
Friday, 29 May 2015 be received and considered individually.

7. CONFIRMATION OF MINUTES PERTAINING TO THE PREVIOUS RISK
MANAGEMENT & AUDIT COMMITTEE MEETING

THAT the Committee resolve that the minutes of the previous Risk Management &
Audit Committee Meeting held on Friday, 27 March 2015, tabled by the Chairman,
be received and confirmed as a true and correct record of the proceedings of that
meeting.

8. BUSINESS ARISING FROM THE MINUTES PERTAINING TO THE
PREVIOUS RISK MANAGEMENT & AUDIT COMMITTEE MEETING

8.1 Business Arising
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ENCL: RISK MANAGEMENT & AUDIT

YES COMMITTEE/OPEN AGENDA ITEM: 9.1

REPORT ON RECORDS MANAGEMENT REVIEW

REPORT No.: 15A0070 KS:mp COMMON No.: 3027964 DATE: 29/05/2015
Presenter: Manager Records, Karlheins Sohl
Approved: General Manager Corporate Services, Diana Leeder
PURPOSE

The purpose of this report is to present to the Risk Management and Audit
Committee (RMAC) the implementation timeline of identified projects to do with audit
issues arising from the review of Records Management.

LINK TO STRATEGIC PLAN

The issues addressed in this Report are in accordance with the following
Goals/Strategies of the City of Darwin 2012 — 2016 as outlined in the ‘Evolving
Darwin Towards 2020 Strategic Plan’:-

Goal

5 Effective and Responsible Governance

Outcome

5.1  Quality service

Key Strategies

5.1.1 Provide quality service outcomes by ensuring that Council’'s processes and
systems are effective and efficient

5.2.1 Attract, develop and retain a skilled workforce that is flexible and adaptable

5.3.3 Understand and manage Council’s risk exposure

KEY ISSUES

e Audit of EDRMS was undertaken by Latitude 12 during 2014 and a number of
recommendations arose therefrom.

e Recommendations arising from the audit are being addressed by the General
Manager Corporate Services and Records Manger in conjunction with a
comprehensive review of the performance of the Records Management Unit.

e At its March 2015 meeting, RMAC requested that an implementation timeline of
identified projects arising from the audit be presented at its May meeting 2015.
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REPORT NUMBER: 15A0070 KS:mp
SUBJECT: REPORT ON RECORDS MANAGEMENT REVIEW

RECOMMENDATIONS

THAT the Committee resolve under delegated authority:-

THAT Report Number 15A0070 KS:mp entitled Report On Records Management
Review, be received and noted.

BACKGROUND

In 2014 an external review of Council's Records Management Function was
conducted by audit firm Latitude 12.

A number of issues were identified and following the appointment of a new Records
Manager in November 2014 it was agreed that implementation of audit
recommendations would be incorporated with, and addressed by a total review of the
Records Management Unit.

DISCUSSION

The preliminary work on the review of the Records Management Unit has
established an implementation plan and timeline with four objectives for the Records
Management Unit to achieve between 2014 / 2017. This plan, along with the
implementation timeline, is appended to this report (Attachments A and its
appendix).

CONSULTATION PROCESS

Nil — information for this report has been drawn from the Records Management Unit
review plan.

POLICY IMPLICATIONS

Nil.

BUDGET AND RESOURCE IMPLICATIONS

Nil — The review will be managed within existing financial and human resources.

RISK/LEGAL/LEGISLATIVE IMPLICATIONS

Nil.

ENVIRONMENTAL IMPLICATIONS

Nil.
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REPORT NUMBER: 15A0070 KS:mp
SUBJECT: REPORT ON RECORDS MANAGEMENT REVIEW

COUNCIL OFFICER CONFLICT OF INTEREST DECLARATION

We the Author and Approving Officers declare that we do not have a Conflict of
Interest in relation to this matter.

KARLHEINS SOHL DIANA LEEDER
MANAGER RECORDS GENERAL MANAGER
CORPORATE SERVICES

For enquiries, please contact Karlheins Sohl on 8930 0405 or email:
k.sohl@darwin.nt.gov.au.

Attachments:
Attachment A: RMU Business Plan 2014 — 2017

Attachment B: RMU Business Plan - Quarter 2 2015 progress report
Attachment C: RMU Business Plan - Implementation Timeline



ATTACHMENT A

City of Darwin
Records and Information Management

Business Plan 2014 - 2017

Introduction

Records Management ensures that records are systematically and efficiently: created, captured
and described, secured, stored and preserved for as long as they are needed, destroyed or
transferred once they no longer have any residual business value.

National Archives of Australia 2013

In response to this requirement, the Records Management section of the City of Darwin has
formulated a business plan to cover the period 2014 to 2017. The purpose of this plan is to
outline the short, medium and long term goals of the Council’s Records Management section
and has been developed within the context of the Council’s Records and Information
Management Policy — 057. This policy states:

“The Council will maintain an Electronic Document and Records Management System (EDRMS)
for the management of its records in all media (excluding records held in core business
information systems). The key processes managed by this system will include:

- The capture and storage of authentic, reliable and useable records;

- Security and access to such records; and

- The disposal of records in accordance with the Council’s authorised retention and
disposal schedule.

The Council is also committed to the integration of records considerations into future business
process changes and business systems development in order to maintain records management
integrity. This will be achieved through the addressing of records considerations at every stage
of the system development lifecycle.”

The plan also draws on areas for improvement identified through the Council’s approved
Corporate Services Department Operational Risk Assessment V3 October 2013 document.

10
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Link to Strategic Plan

The plan is aligned to the City of Darwin Strategic Plan, “Evolving Darwin: Towards 2020”, and in
particular:

Goal 5 — Effective and Responsible Governance

Outcome 5.1 Quality Service

Key Strategy 5.1.1 Provide quality service outcomes by ensuring that Council’s
systems and processes are efficient and effective

Outcome 5.2 Quality People
Key Strategy 5.2.1 Attract, develop and retain a skilled workforce that is flexible
and adaptable

Outcome 5.3 Good Governance
Key Strategy 5.3.3 Understand and manage Council’s risk exposure
Key Issues

The records management section of Council has not had a formal business plan in place for an
extended period of time. Due to the importance of Records Management as a core Council
function and the criticality of complying with a large amount of legislation and standards, the
content of the plan is aimed at addressing the following issues:

e Provide a guide for the Records Management section of Council as to what activities are
necessary to ensure strategic plan objectives are met in short, medium and long term

e Provide a tool to communicate to senior management the commitment and focus of the
records management section and it’s functions and how it will support other business
areas of Council in fulfilling their records management obligations

e Address ongoing operational risks as identified by the Risk Management and Audit
Committee (RMAC)

11
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Objectives

After analysis of the business environment in CoD, four objectives have been identified as being
the keys to successful records management:

Records Management Business Plan Objectives

OBJECTIVE 1 City of Darwin meets its legislated requirements for records management

OBJECTIVE 2 Records management business unit structure supports the business and
Council
OBJECTIVE 3 Develop a positive and proactive records management culture and practices

across all levels of council

OBJECTIVE 4 Maximise efficiency and effectiveness of records management systems

*Refer to Attachment A to further details on the objectives.

Recordkeeping System

It is important to account for all types of recordkeeping systems and practices to ensure, on an
ongoing basis, that the business of Council is always linked to Records Management
requirements.

In 2010, National Archives of Australia created a document for use by all Australian Government
agencies named Check-up 2.0. It is a tool used for assessing agency information and records
management and can be applied to CoD to our advantage:

what are the strengths and weaknesses in CoD’s information and records management
what are the areas of high risk where information and records management needs extra
attention

what priorities should CoD place on areas that need attention

assist with building a case for resources and initiatives

provide a mechanism to report to senior management on how well CoD is managing it’s
records

assist with planning and developing strategies, policies, procedures and training
materials

In applying the Check-up 2.0 tool to CoD, an understanding and perspective of ALL record
keeping systems is needed.

12
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Primary Recordkeeping System

Technology One Enterprise Content Management system (ECM) enables the council to
efficiently capture, store, use and manage information. ECM is the primary recordkeeping
system of Council, however some secondary systems are also used, as the function of creating
and capturing “records” often involves specialist systems.

Secondary Recordkeeping Systems (Business Systems)

1. Authority — The Authority Enterprise Software Suite for Local Government is a product
of Civica and is designed specifically for the Local Government industry to manage
financial and property records.

BIS — An auxiliary financial product that manages budget information

City Manager — A facilities booking system for the management of Council resources
Exponaire — The Corporate mapping tool storing geospatial data

Intranet (Barry) — Repository for internal forms, documents and other information
Network drives — Server storage of various documentation

Exchange Email — Personal and Generic mail box message storage

Interplan — Corporate Strategic planning information

O NOU R WN

Proposed Recordkeeping Systems (Business Systems)

The Council is also committed to the integration of records considerations into future business
process changes and business systems development in order to maintain records management
integrity. This will be achieved through the addressing of records considerations at every stage
of the system development lifecycle.

Strengths, Weaknesses, Opportunities and Threats
To further analyse the current status of the record keeping section and its activities, a SWOT
analysis was undertaken and the findings summarised in the succeeding table:

Risk Assessment
Some general risks that are anticipated in implementing this business plan include:

- Cultural issues

- Resource issues (including availability of skills)
- Management support

- Supporting IT Infrastructure Issues

- Ongoing commitment

- Deadlines and timeframes

- Quality targets

Current risk reporting is undertaken through the annual Control Self Assessment process. It is
anticipated that the current risks will be mitigated by the new objectives identified in the
proposed activities for 2014 — 2017 as described in the succeeding table:

13
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Human Resources

To put the proposed implementation plan into effect it is recommended that existing staff members of
the Records Management Team project manage and implement this plan. Positions should have
experience in records management and project management as well as have excellent communication
and consultation skills.

Positions Project Positions Staff Member ‘
General Manager Corporate Executive Sponsor Diana Leeder

Services

Acting Records Coordinator Project Manager Tracey Hehir

Records Administrator Project Officer Bernadett Howison

Reporting Requirements

On the first day of each month the project manager will report to the executive sponsor on progress and
deliverables.

Consultation Process

In preparing this business plan, the following City of Darwin officers were consulted

General Manager Corporate Services Diana Leeder
Business Manager Liam Carroll
Acting Records Coordinator Tracey Hehir
Risk and OHS Advisor Tony Simons
External Consultant from Latitude 12 Angie Mayo

16



Glossary of Terms

Term Meaning

CoD City of Darwin

COG Chief Officers Group

CSA Control Self-Assessment

ECM Enterprise Content Management
FOI Freedom of Information

17
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Chief Executive Officer Approval

Records Management is mandated clearly in the following legislation:

The Northern Territory Information Act — Part 9 — Records and archives management:

131 Duties of chief executive officers

(1) The chief executive officer of a public sector organisation has a duty to ensure that the
organisation complies with this Part.

131A Records functions
The records functions are:
(a) to prepare, promote and monitor compliance with records standards; and

(b) to facilitate and promote policy and systems to enable cost effective compliance with records
standards; and

(c) to provide advice (including training) to enable compliance with records standards; and

(d) to facilitate the preparation of records retention and disposal schedules.

The Northern Territory Local Government (Administration) Requlations - Part 5 - Records

11 Council to keep registers

(1) A council must keep a register containing copies of all documents executed under the
council’'s common seal.

(2) A council must keep a register of correspondence containing copies of all correspondence
addressed to, or sent by, the council or its principal member.

(3) A council must keep a register of the results of all elections and polls.

(4) A register must be kept under this regulation by computer.

Supported / Not Supported Approved / Not Approved
Manager, Business Systems Chief Executive Officer
Date: / /2014 Date: / /2014

18



Appendices:

Attachment A Records Management Business Plan — Objectives
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ENCL: RISK MANAGEMENT & AUDIT

YES COMMITTEE/OPEN AGENDA ITEM: 9.2

PROGRESS REPORT ON THE RISK MANAGEMENT PLAN

REPORT No.: 15A0072 TS:mp COMMON No.: 2363571 DATE: 29/05/2015
Presenter: Team Coordinator Risk, Audit & Safety, Tony Simons
Approved: General Manager Corporate Services, Diana Leeder
PURPOSE

The purpose of this report is to inform the Risk Management & Audit Committee
(RMAC) on the progress of the review of the Risk Management Framework.

LINK TO STRATEGIC PLAN

The issues addressed in this Report are in accordance with the following
Goals/Strategies of the City of Darwin 2012 — 2016 as outlined in the ‘Evolving
Darwin Towards 2020 Strategic Plan’:-

Goal

5 Effective and Responsible Governance
Outcome

5.3 Good governance

Key Strategies

5.3.3 Understand and manage Council’s risk exposure

KEY ISSUES

e City of Darwin manages its risks under three areas :-
— A Strategic Risk Assessment (SRA) which is reviewed in full every four years
following the election of the new Council
— Four departmental based Operational Risk Assessments (ORA); which are
continually updated as and when changes are necessitated following
outcomes from internal audits and Control Self-Assessment (CSA) reviews,
and then reviewed in full with the responsible section managers annually
— A Workplace Health and Safety Risk Assessment (WHSRA); which is
reviewed annually
e RMAC monitors risk management activity under its Terms of Reference by
receiving and reviewing the revised assessments annually
e Risk assessments are used in the development of Council’s internal audit plans
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PAGE: 2

REPORT NUMBER: 15A0072 TS:mp

SUBJECT: PROGRESS REPORT ON THE RISK MANAGEMENT PLAN
RECOMMENDATIONS

THAT the Committee resolve under delegated authority:-

THAT Report Number 15A0072 TS:mp entitled Progress of Risk Management
Framework, be rece